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Attackers botnet servers founded report .
Posted by: ipsecurenetwork (IP Logged)
Date: May 6, 2006 08:01AM

Here i will post part of the list whit botnets founds attacking other networks around the world.
evidence for the FBI - CYBER - CRIME division.

Network services ]

* Connects to "geo.argentinacorp.com" on port 7000 (IP).

* Connects to IRC Server.

[ Security issues ]

* Possible backdoor functionality [Authenticate] port 113.

[ Process/window information ]

* Will automatically restart after boot (I'll be back...).

* Attemps to open C:\WINDOWS\SYSTEM32\iexplore.exe mEITC:\SAMPLE .EXE.
Network services ]

* Looks for an Internet connection.

* Connects to "fenix.irc-argentina.com" on port 6667 (TCP).

* Connects to IRC server.

* JRC: Uses nickname SANDBOX803.

* JRC: Uses username ezkie.

* IRC: Joins channel #unc with password pass.

* IRC: Sets the usermode for user SANDBOX803 to +xi.
Network services ]

* Connects to "temple.irc-argentina.com" on port 6667 (TCP).
* Connects to IRC server.

* IRC: Uses nickname |80340.

* IRC: Uses username ezkieya.

* IRC: Joins channel #Msoft4 with password pretoriano.

* JRC: Sets the usermode for user |80340 to +x.

* JRC: Sets the channel mode for channel #Msoft4 to +nts.
Creates key "HKCU\Software\Microsoft\OLE".

* Sets value "blah service"="evosys.exe" in key "HKCU\Software\Microsoft\OLE".
[ Network services |

* Connects to "temple.irc-argentina.com" on port 6667 (TCP).
* Connects to IRC server.

[ Security issues ]

* Possible backdoor functionality [Authenticate] port 113.

Connects to "temple.irc-argentina.com" on port 6667 (TCP).
* Connects to IRC server.

* IRC: Uses nickname NOR|80340.

* IRC: Uses username ezkieya.

* IRC: Joins channel #Msoft4 with password pretoriano.

* IRC: Sets the usermode for user NOR|80340 to +x.

* JRC: Sets the channel mode for channel #Msoft4 to +nts.
Network services ]

* Connects to "temple.irc-argentina.com" on port 6667 (TCP).
* Connects to IRC server.

[ Security issues ]

* Possible backdoor functionality [Authenticate] port 113.
Network services ]

* Looks for an Internet connection.

* Connects to "elit.irc-argentina.com" on port 6667 (TCP).
* Connects to IRC server.

* JRC: Uses nickname tsyxxy.

* IRC: Uses username tsyxxy.

* IRC: Sets the usermode for user tsyxxy to +x.

*JRC: Changes nickname to Lynx-176-1g2.

*JRC: Joins channel #F&X.

* JRC: Sets the channel mode for channel #F&X to +ntuk.
* JRC: Sets the channel mode for channel #FX to +ntsk.
Network services ]

* Looks for an Internet connection.

* Connects to "fenix.irc-argentina.com" on port 6667 (TCP).
* Connects to IRC server.

* JRC: Uses nickname SANDBOX803.

* JRC: Uses username ezkie.

* JRC: Joins channel #unc with password pass.

* IRC: Sets the usermode for user SANDBOX803 to +xi.

[ Network services ]

* Looks for an Internet connection.

* Connects to "run.ddosrules.com.ar" on port 6667 (TCP).

* Connects to IRC server.

* IRC: Uses nickname DD0S|803400248.

* IRC: Uses username kagssjavmr.

* JRC: Joins channel # ®oot3d with password n0On3.

* IRC: Sets the usermode for user DD0S|803400248 to -x+iB.
* Attempts to delete share named "IPC$" on local system.

* Attempts to delete share named "ADMINS$" on local system.
Creates value "Windows Config"="iexplore.exe" in key




"HKCU\Software\Microsoft\Windows\CurrentVersion\RunOnce".
* Creates value "Windows Config"="iexplore.exe" in key
"HKLM\Software\Microsoft\Windows\CurrentVersion\Run".
[ Network services ]

* Connects to "haydee.ddosrules.com.ar" on port 7000 (IP).
* Connects to IRC Server.

[ Security issues ]

* Possible backdoor functionality [Authenticate] port 113.
Network services ]

* Looks for an Internet connection.

* Connects to "Goblins.Censor3d.Org" on port 6667 (TCP).
* Connects to IRC server.

* IRC: Uses nickname [ME]|803.

* IRC: Uses username ezkie.

* IRC: Joins channel #Eclipz3 with password eclipse123.

[ Network services |

* Connects to "temple.censor3d.org" on port 6667 (TCP).
* Connects to IRC server.

* JRC: Uses nickname "[]C|80340.

* JRC: Uses username ezkieya.

* JRC: Joins channel #Msoft5 with password pretoriano.
*JRC: Sets the usermode for user []JC|80340 to +x.

* JRC: Sets the channel mode for channel #msoft5 to +nts.
Network services ]

* Connects to "temple.censor3d.org" on port 6667 (TCP).
* Connects to IRC server.

* IRC: Uses nickname "[JC|80340.

* JRC: Uses username ezkieya.

* IRC: Joins channel #Msoft5 with password pretoriano.
* IRC: Sets the usermode for user []JC|80340 to +x.

* JRC: Sets the channel mode for channel #msoft5 to +nts.
Network services ]

* Connects to "temple.censor3d.org" on port 6667 (TCP).
* Connects to IRC server.

*JRC: Uses nickname "[]C|80340.

* JRC: Uses username ezkieya.

Personal information of the botnet owner.

names: Emilio Ribera
Lastname: Ardiles

adress 1: garibaldi 830
Estate: Santiago del Estero
Country: Argentina

PHONE NUMBER: 4223457
ZIP CODE: 4200

This information was provided by IPSecureNetWork abuse division.
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